CSCS 454 - Hardware Design of Cryptographic Algorithms

UNIT I
Hardware Design of the Advanced Encryption Standard (AES) : Algorithmic and

Architectural Optimizations for AES Design, Circuit for the AES S-Box, Implementation of the
MixColumns Transformation, Reconfigurable Design for the Rijndael Cryptosystem, Single
Chip Encryptor/Decryptor. (12 hours)

UNIT 11
Efficient Design of Finite Field Arithmetic on FPGAs : Finite Field Multiplier, Finite Field

Multipliers for High Performance Applications, Karatsuba Multiplication, Karatsuba Multipliers
for Elliptic Curves, Designing for the FPGA Architecture, Analyzing Karatsuba Multipliers on
FPGA Platforms, High-Performance Finite Field Inversion Architecture for FPGAs, Itoh-Tsujii
Inversion Algorithm, The Quad ITA Algorithm, Generalization of the ITA for 2" Circuit,
Hardware Architecture for 2" Circuit Based ITA, Area and Delay Estimations for the 2" ITA.

(12 hours)

UNIT 111
High-Speed Implementation of Elliptic Curve Scalar Multiplication on FPGAs : The

Elliptic Curve Cryptoprocessor, Point Arithmetic on the ECCP, The Finite State Machine (FSM),
Acceleration Techniques of the ECC Processor, Pipelining Strategies for the Scalar Multiplier,
Scheduling of the Montgomery Algorithm, Finding the Right Pipeline, Detailed Architecture of
the ECM. (12 hours)
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